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FOREWORD 



Cal Temple 

Chief, Office of Intelligence Operations 
Joint Intelligence Task Force- Combating Terrorism 
Defense Intelligence Agency 

Major Thomas’ Beneath the Surface comes at precisely the right time in the 
War on Terrorism. Over the past three years the U.S. military and other instru- 
ments of national power have been able to attack and damage Usama Bin Laden’s 
al-Qaida network. We have exploited the known, reacted to resultant opportuni- 
ties, and organized a set of sustainable allies and partners to do the same. 

Now for the hard part. 

The remainder of the War or Terrorism — which will continue for years — 
requires that intelligence be on the front. The War has been, and will continue to 
be, an intelligence war. In such a war intelligence and operations are not separate 
staff components; they are instead a blend of activities that are mutually reinforc- 
ing. In this continuing war every soldier is a collector, and every collector is a sol- 
dier; operators glean intelligence directly from the field, and intelligence is 
always operational. 

Further, the war ahead will demand new strategies for long-term success. The 
counterpunching phase is over. The rapid-fire operations-intelligence, counterter- 
rorism-targeting cycle happening right now in Iraq and Afghanistan — the “find, 
fix, finish, exploit, then find again” process — becomes less powerful as the cam- 
paign continues. This cycle has to be underpinned by a strategic intelligence 
framework that ensures we are attacking a part of the enemy that matters — not 
just taking the near-term opportunity that inflicts little lasting damage. 

The U.S. requires new strategies to collect intelligence, to manufacture new 
intelligence (using operations in doing so), and most importantly to organize data 
in new, systemic and strategic ways to make the most of what we know about this 
shadowy, self-healing and determined asymmetric, worldwide adversary. 

In my view Major Thomas’ work is one of the first coherent blueprints for the 
way ahead. For persons seeking to understand the complexity of terrorist vio- 
lence, Chapter One provides a broad and comprehensive overview for thinking 
about the problem. For the counterterrorism practitioner, Chapters Two through 
Five are extraordinarily well-reasoned views on organizing data to maximize 
knowledge and potential power. Major Thomas also offers sound advice on lever- 



IX 



aging well-organized intelligence data to derive effective courses of action and to 
focus operational activity for maximum effect. 

We in the Department of Defense and those responsible for other U.S. instru- 
ments of national power are re-learning old lessons and refining new ones. One 
lesson we all learned from the 9/11 terrorist attacks is to work smarter, and more 
systematically. Maj. Thomas’ work helps light the way toward that goal. 



COMMENTARIES 



Beneath the Surface: Intelligence Preparation of the Battlespace for 

Counterterrorism 

Donald J. Hanle, Ph.D. 

JMIC Faculty 

Writing products related to terrorism has become a cottage industry within the 
Intelligence Community. Few, however, have produced a work as sweeping and 
as functional as has Major Troy Thomas in Beneath the Surface. This work repre- 
sents not merely the careful and extremely useful adaptation of classic principles 
of Intelligence Preparation of the Battlespace (IPB) to the emerging threat of ter- 
rorism, but it offers a truly new and effective means by which intelligence profes- 
sionals may approach this critical topic. 

If this was all that Major Thomas had achieved in this work, it would remain an 
essential reference to be added to the libraries of all academicians as well as intel- 
ligence and law enforcement professionals who focus upon terrorism and its neu- 
tralization. Beneath the Surface represents something far more profound than 
merely serving as an incredibly useful analytical “tool,” however. By painstak- 
ingly melding classical IPB methodologies with open systems theories, Major 
Thomas has achieved a means by which even the novice analyst can apprehend 
not merely the complexity of the terrorist threat, but its inevitable environmental, 
structural or sub-systemic strengths and weaknesses as well. 

Beneath the Surface constitutes, therefore, a truly effective representation of 
the paradigm shift in warfare that has been induced by our intense focus on terror- 
ism. Major Thomas’ approach provides an entirely new means by which to think 
about the problem of terrorism, compelling lines of inquiry that would be 
extremely unlikely to emerge using previously existing methodologies. Beneath 
the Surface demands a full-spectrum examination of the threat not only from 
physical and social perspectives, but in terms of information and cognitive war- 
fare. The assessment of factors ranging from geography and weather to culture 
and technology is essential to carrying out Major Thomas’ counterterrorism IPB 
process. Each of these factors is then subjected to a multifaceted examination 
from the environmental, systemic and sub-systemic dimensions to identify centers 
of gravity, critical capabilities, critical requirements and, finally, critical vulnera- 
bilities on the physical, moral and cognitive planes of war. As he demonstrates, 
the results can be remarkable — whether applied to a local militia group or a tran- 
snational terrorist group. Beneath the Surface promises to be much more than an 
analytical handbook; it is, in itself, a manifestation of an entirely new way of 
problem solving — a work that is destined to be reprinted countless times. 
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Lieutenant Colonel Fred Krawchuk, U.S. Army 
Special Operations Command, Pacific 

American strategy must look at how the U.S. government detects, deters, and 
defeats terrorists worldwide. The effectiveness of this strategy is, in part, based on 
the capacity of national and domestic agencies and the departments involved in 
intelligence, defense and law enforcement to think like an adaptive enemy, in 
anticipation of how the latter may act in a variety of situations, aided by different 
resources. This goal requires that departments and agencies organize themselves 
for maximum efficiency, information sharing, and the ability to function quickly 
and effectively under new operational definitions. New times make new behaviors 
necessary and demand the adoption of the advanced analytical methods proposed 
by Troy Thomas. Organizations must do what they have been reluctant to do in 
the past: they must reach across bureaucratic territorial divides and share 
resources to counter insurgencies and other emerging threats. 

To develop this capacity, leaders must dedicate themselves to new, lifelong 
practices that are based on a value system, that involve the whole person, and that 
are developed and guided by seasoned instructors versed in integrated training. In 
addition to continuing to use the traditional “hard” skills, these leaders must learn 
to apply “soft” skills that require an understanding of tactics and strategies in 
negotiations, as well as familiarity with the fields of psychology, social and cul- 
tural anthropology, somatics, emotional intelligence, complexity theory, and sys- 
tems management in a foreign-area context. As an object-lesson in how to do this, 
Troy’s work is both informed by and reflective of an integrated understanding of 
the problem, and he, like few others, is able to provide a framework and the tools 
for moving forward. 

The practices highlighted in this work will allow leaders to build the character 
and skills necessary to assess situations and act on them effectively, rather than 
helplessly succumbing to the pressure of the moment. Like the martial arts master 
who deftly handles multiple attacks, the counterterrorist expert, in a fast-moving 
and fluid environment, with “holistic” leadership development and Troy’s IPB 
guide, can learn to adapt to any given situation in order to serve selflessly. This 
new attitude and behavior pattern is imperative. An integrated and comprehensive 
approach to counterterrorism requires a reorientation in the way the U.S. govern- 
ment plans, organizes, trains, and thinks about complex and unconventional 
threats. Troy Thomas’ makes an important contribution to our achieving this 
imperative. 
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Myron Hura, Ph.D. 

Senior Engineer, RAND Corporation 

This study provides a well-structured and comprehensive discussion of the 
intelligence preparation of the battlefield process, and of the major challenges the 
intelligence and warfighting communities face in counterterrorist operations. It is 
an excellent primer on the doctrine, tactics, techniques and procedures for IPB, 
with a comprehensive bibliography. 

The publication clearly underscores the differences between conducting IPB 
for traditional warfare and for counterterrorist operations, and offers suggestions 
on how to address those differences to ensure that the IPB process becomes effec- 
tive in asymmetrical operations generally. Carefully chosen real-world examples 
systematically highlight each phase of the IPB process and show its relationship 
to intelligence, operations, and decisionmaking cycles. An in-depth understand- 
ing of these relationships is essential as we try to address counterterrorist opera- 
tions in an effective manner. 

In discussing the IPB process, the author provides keen insights into conduct- 
ing effects-based counterterrorist operations. His discussion of how to evaluate 
adversary capabilities clearly illustrates the applicability of social network analy- 
sis, and emphasizes the importance of an opponent’s operational code and tech- 
nology choices, as well as the pertinent social dimensions of the operational 
environment. 
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PREFACE 



OFF THE HORN OF AFRICA 

Intelligence preparation of the battlespace (IPB) in asymmetric conflict is 
demanding for many reasons, including the complexity of the operating environ - 
ment and the elusiveness of the adversary. As the transcript below indicates, the 
challenges for the in telligence professional engaged in combating terrorists, who 
are prime examples of asymmetric opponents, are immediate and broad. These 
abridged remarks by Major General John F. Sattler, United States Marine Corps 
(USMC), Commander, Combined Joint Task Force Horn of Africa (CJTF-HoA), 
were made only 30 days after the CJTF was established. His expressed concerns 
establish a useful context for this book’s exploration of how the IPB process for 
coun terterrorism (CT) can be improved as we con tinue into this era of asymmet- 
ric conflict. General Sattler ascribes to intelligence a vital role in countering ter- 
rorist operations: his is a real-world view of the many collection, analysis and 
operational difficulties associated with confronting transnational, asymmetric 
opponen ts. He offers direct insight into the complex array of battlespace charac- 
teristics, enemy activities, coalition relationships, rules of engagemen t and other 
issues certain to challenge the intelligence professional tasked with providing 
“actionable ” intelligence. 



Combined Joint Task Force Horn of Africa Briefing 

10 January 2003, 1002 hours, EST 




(Special briefing via telephone onboard the USS Mount Whitney in the Gulf of 
Aden. Also participating: Major Stephen Cox, public affairs officer, CJTF-HoA) 
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Major Cox: Good morning, ladies and gentlemen. I am Major Steve Cox, the 
public affairs officer for CJTF-HoA. Before we begin the question and answer 
session with Major General Sattler, I’d like to provide you a brief opening state- 
ment. 

About 30 days ago, the headquarters for CJTF-HoA arrived on station to oversee 
operations in support of the global war on terrorism in the Horn of Africa region. 
Our mission is to detect, disrupt and defeat terrorists who pose an imminent threat 
to coalition partners in the region. We’ll also work with host nations to deny the 
reemergence of terrorist cells and activities by supporting international agencies 
working to enhance long-term stability for the region. For this operation, we are 
defining the Horn of Africa region as the total airspace and land areas out to the 
high-water mark of Kenya, Somalia, Ethiopia, Sudan, Eritrea, Djibouti and 
Yemen. The CJTF headquarters has about 400 members representing all U.S. 
armed services, civilian personnel, and coalition force representatives, all aboard 
the USS Mount Whitney, currently operating in the Gulf of Aden. Our force also 
includes about 900 personnel at Camp Lemonier in Djibouti, and a small number 
of liaison personnel working in other parts of the region. Given organic assets and 
the capabilities of U.S. Central Command, CJTF-HoA has the capability and will 
act upon credible intelligence to attack, destroy and/or capture terrorists and sup- 
port networks. Our actions in the last 30 days have set the stage for success. We 
visited all sovereign nations in the region, meeting heads of state in Djibouti, 
Yemen, Eritrea, and Ethiopia. Also, we met with coalition military leaders, and 
recently completed the first in a planned series of exercises and operations 
between CJTF-HoA and Combined Task Force 150 maritime forces. 

A key to defeating terrorism lies in building trust with coalition partners. A by- 
product of trust is the development of actionable intelligence, which improves 
host-nation ability to win the battle within their borders. The global war on terror- 
ism is not a war against any people or any religion. It is a long-term fight between 
the forces of freedom and those who seek to spread hatred and fear, both in the 
Horn of Africa region and around the world. CJTF-HoA is prepared for an 
extended war on terrorism. We will press the fight at every turn as long as it takes 
and with the help of our coalition partners, together we will win this fight. 

Fadies and gentlemen, at this point, I’d like to introduce the commander, Com- 
bined Joint Task Force-Horn of Africa, Major General John F. Sattler. 

Major General ( Maj Gen ) Sattler: Good morning, everyone. John Sattler here, 
and I believe I’m prepared to go ahead and answer your questions at this time. 

Question (Q): General Sattler, this is Pam Hess with United Press International. 
Could you tell us if you all have actually done anything besides the exercise in 
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laying the groundwork? Has there been any actionable intelligence created, and 
have you responded to it in any way? 

Maj Gen Sattler: We’ve had a quite a bit of intelligence that has come in and has 
been shared, not only among the agencies within the Department of Defense, but 
also among our coalition partners and the other government agencies, [through 
the] inter-agency process. But to go into whether or not we have actually moved 
on or pressed any targets or are closing with, I really don’t want to comment — or 
hold my comment on any possible future operations. But let’s just say that we are 
developing the intelligence network, which is really critical in a fight against ter- 
rorism, and it’s becoming more refined every day. 

Q: General, this is Matt Kelley with the Associated Press. I’d like to know if there 
are any plans to expand the amount of personnel or materiel in your joint task 
force and also, what areas are of specific interest in your area of responsibility? 

Maj Gen Sattler: On the 
first question, when Gen- 
eral Franks sent us out 
here, he made it very clear 
when he sent me down to 
Central Command, he gave 
me his commander’s guid- 
ance that although the task 
force — the headquarters, 

the number is approxi- 
mately 400, and we have 
close to 900 forces ashore, 
which are under our tacti- 
cal control at all times; that 
as we start to develop intel- 
ligence and refine the ter- 
rorist locations, training 
centers, et cetera, that we 
have the ability to reach 
back, through General Franks, to come up with additional forces, if necessary. 

So I’m very comfortable at this time that we have forces under our tactical control 
that give us the ability to respond rapidly and quickly to actionable intelligence. 
And if we need it or any target would exceed that capability, that’s when I go back 
through the chain of command to General Franks and he has at his disposal obvi- 
ously all the resources that are in his area of operations, plus he can go back up 
through his chain of command to find additional or unique forces, if necessary. 







Figure 1. Combat Training 

Soldiers from the 3rd U.S. Infantry Regiment fight off a dust storm 
created by a CH-53E helicopter during a combat recovery training 
exercise in rural Djibouti. Soldiers are currently deployed in 
support of the Global War on Terrorism. 

Source: CJTF-HoA, URL: http://www.cjtfhoa.centcom.mil/ 
default.asp, accessed on 14 April 2004. 
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Q: The second part of the question was, what areas are of specific interest in your 
area of responsibility? Are you looking more specifically at places like Yemen 
and Somalia? 

Maj Gen Sattler: Of course our mission was very broad, in that we were to track 
transnational terrorism across the Horn of Africa, going from Yemen across the 
Gulf of Aden, and then, you know, the entire Horn. We do have some areas that 
we’re concentrating on — a couple of the border areas, some of the coastline areas, 
where intelligence — as we start to refine the intelligence and take the information 
and turn information into intelligence, where we’re taking not a broad casting-of- 
the-net approach, but we’re homing in on certain areas. You know, the porous bor- 
ders with Somalia are one of the areas that we’re taking a very hard look at, as 
well as the coastlines coming across the Gulf of Aden. So without getting any 
more specific than that, there are some areas that deserve watching much closer 
than others across the entire Horn. 

Q: General, this is Mark Mazzetti with U.S. News and World Report. I just 
wanted to clarify. When you met with the heads of state of those four countries, 
were you given the authority to act freely at any time you gain actionable intelli- 
gence against terrorists and to operate in those countries? And do you have to ask 
their permission before you go? And then, finally, do you expect to get that 
authority in every country in your area of responsibility? 

Maj Gen Sattler: The authority to actually prosecute a target in any of those sov- 
ereign countries, as we start to — oh, first of all, we’re in the process of working 
the exchange of liaison officers, so that the countries that we are responsible for 
across the Horn of Africa, those who have sovereign governments, that we will 
take liaison officers on board that’ll be on board USS Mount Whitney with us and 
will be able to have direct access back to their parent countries. But when we 
talked down through both the military leaders and the heads of state, and our own 
U.S. ambassador and country teams in each one of those countries, we talked 
about different types of targets and different types of action that we would do as a 
coalition. Now, keeping in mind that this is not a U.S. [operation] alone — this is 
not a unilateral effort across the Horn of Africa, it’s a combined coalition and all 
of the countries that we have in our area of operations are, in fact, working 
closely with us. We have not visited Somalia, but the other countries we have 
talked to and we have established a relationship. And there are certain protocols 
we will follow, which I won’t go into, but we did discuss those exact points that 
you just brought out. 

But I would really like to stress that a lot of the information [and] intelligence- 
sharing — many of these countries have very capable armed forces and then very 
capable internal security mechanisms that they can certainly prosecute. Now, 

xxviil 



many of these terrorist targets, or many of these targets are on their own, and our 
role in that would be to assist them with intelligence, with information, and if 
they so request, possibly training and even some equipment, all over the period of 
time here. 

Q: General, this is Jim Mannion of AFP [I’Agence France-Presse ]. I was wonder- 
ing if you could describe the scope of the Al-Qaida presence in Yemen up in the 
port area along Saudi Arabia; and also, whether Al-Qaida has been using Saudi 
territory as a haven and whether the Saudis have been cooperative in pursuing 
them? Thank you. 

Maj Gen Sattler: [Given] the countries that we have responsibility for — obvi- 
ously Yemen borders Saudi Arabia — our specific Combined Joint Task Force is 
not working directly with the Saudi government. Now, we’ve received informa- 
tion and intelligence across the entire inter-agency process so that we do get intel- 
ligence from other parts of the world that we’re able to take and fuse with our 
analysts on board the ship here to help build that jigsaw puzzle that now indicates 
who’s moving where and when. We are not just tracking Al-Qaida. Our mission is 
for all transnational terrorism, regardless if it’s individual, if it’s sponsored by an 
organization like Al-Qaida or even cells that we haven’t heard of. So we have not 
honed in specifically on Al-Qaida, therefore, I can’t give you a nose-count or a 
head-count; 1 just do not have that information. 

Q: General, Tom Bowman with the Baltimore Sun. I know you said you’ve gener- 
ated quite a bit of intelligence, and I know you can’t be too specific. But I’m won- 
dering if you can give us any general sense of the activity there. Are you seeing a 
greater amount of terrorist activity? More training camps, greater numbers than 
maybe you anticipated? Anything that surprises you? Anything in general that 
you can give us. 

Maj Gen Sattler: You know, keeping in mind, Tom, we’ve just been here about 30 
days right now, I would tell you that there’s a lot of activity to be collected upon, 
that it’s hard also to decipher what is just normal activity moving across borders 
at different points and moving across the Gulf of Aden, and what may in fact be 
either the smuggling of weapons, munitions, explosives, or individuals in and out 
of some of the countries. 

So I would tell you that I would think there is a lot to collect upon, and that’s 
where it becomes very tough, is trying to figure out what is information that has 
to be vetted through, and what becomes hard-core intelligence that can be used 
towards an action, action somewhere down the road. So there are a number of 
areas we’re looking very, very hard at. We have not hit that point of, “Yeah, this is 
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definitely what we thought it was,” and therefore, we have not gone forward and 
actually conducted any attacks on any terrorist cells or training camps, et cetera. 

But I would tell you that we’re getting more and more information turned into 
intelligence every day. You know, it’s not a short-term battle over here. We need 
to be patient because we need to be correct, absolutely correct when in fact we 
come forward and identify a particular location as a training site or a camp as 
being full or harboring terrorists. 

So I would tell you there have really been no large surprises — no big surprises. 
But as you would know, and as anyone there can probably guess, it’s going to 
take time to sort down through this. But the good news is that, you know, defeat- 
ing the terrorists is the ultimate goal, but en route to that, while collecting the 
intelligence across all coalition partners and within our own interagency, the sec- 
ondary goal is obviously to disrupt and keep off balance [the terrorists]. And we 
feel very confident that by virtue of breathing down their neck, looking at them 
through multiple intelligence sources, and collecting on them through multiple 
sources, that we are in fact disrupting — keeping them off balance until we can go 
to that next phase which is defeat, that is, bring [them] to justice. 

Q: General, Nick Childs from the BBC. Your headquarters currently is aboard the 
Mount Whitney. Can you say if it is your plan to move the headquarters as well 
ashore? And if so, when? 

Maj Gen Sattler: The USS Mount Whitney, which is, you know, a command and 
control ship, probably the most capable platform — naval platform in the world — 
so right now we have access and reach-back to anything and anywhere. And we 
can also command and control and speak with anyone that we can even, you 
know, remotely think that we would utilize either in operations or to go ahead and 
help us either do, A, analysis, or to, B, pull down intelligence from across the 
spectrum. So therefore, there’s no hurry for us to push ashore. Right now we’re 
off the coast of Djibouti, and we have, you know, helicopter capability on board. 
So I’m capable, as are others on board ship, to move into where we have our 
forces right now at Camp Lemonier in Djibouti. We are looking at the options to 
go ahead and phase ashore. That decision has not been made. There’s a number of 
places we could do that, and obviously we’re already established fairly well at 
Camp Lemonier in Djibouti. [Comment Removed] 

Q: General, Alex Belida from Voice of America. Earlier you were discussing 
your relationships with the countries in your area of responsibility. I’m curious 
if you could discuss in perhaps more detail your relations with the government 
of Sudan. Do you have a liaison individual in Sudan or a Sudanese official 
with you? And secondly, have leaders in the region expressed concerns to you 
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and therefore gotten you looking at activities of Islamic religious schools, 
madrassahsl Thanks. 

Maj Gen Sattler: Okay, on 
the first question, which is a 
good one, we’ve had one 
trip — my number-one area 
tour colonel, who is our — 
he’s our geopolitical advisor, 
who tripped the entire Horn. 

He has been in Sudan twice. 

And we have had another 
team in Sudan, working with 
the embassy. I have person- 
ally not gone to Sudan yet. 

We’re still making the 
rounds. We’ve been to 
Yemen, we’ve been to Ethio- 
pia, Eritrea, and obviously 
Djibouti, and we still have 
Kenya to pick up before we 
actually go ahead and 
attempt to go in and set up a 
visit into Sudan. So to 
answer your question, we have initial contact. We’re working with the U.S. 
embassy there in Sudan, but we have in fact not made a formal visit yet, but that’s 
still out there. 

On your second question, one of our goals, in addition to detecting, finding the 
teiTorists and disrupting and then defeating, the third portion of our mission is to 
enhance the long-term stability of the region. We’re also responsible for Central 
Command, to General Franks, for taking a look at civil-military operations — the 
building of schools, roads; enhancing the quality of life; humanitarian assistance, 
which, if in fact there was a drought, a famine, across any of the countries or 
across the entire horn, we would be looking to assist both government agencies 
and non-government agencies, to go in and enhance the quality of life and then 
shore-up, where we could and where we’re asked to, stability across the region. 
[Comment Removed] 

Q: General, Craig Gordon from Newsday. After the war in Afghanistan wound 
down, there was a great deal of concern about Al-Qaida fleeing toward Yemen, 
toward Somalia, places like that. I suspect that’s basically why you’re there. Can 




Figure 2. AN Sabieh Hospital, Djibouti 



Army Brigadier General Willard C. Broadwater, deputy commander 
CJTF-HoA speaks during a dedication ceremony at the Ali Sabieh 
Hospital. This project promotes economic growth to help with the 
mission to detect, disrupt and defeat transnational terrorism in the 
Horn of Africa by denying terrorists a safe haven. 

Source: CJTF-HoA, URL: http://www.cjtfhoa.centcom.mil/ 
default. asp, accessed on 14 April 2004. 
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you give us any assessment of how much you think that actually did happen; you 
know, a few dozen, a few hundred — any sense of how much of that kind of move- 
ment did occur. And secondly, I was interested in your comment, if I understood 
it correctly, that you're not honing in on Al-Qaida; that you're looking for all tran- 
snational terrorists. Are there other groups in particular that you’re looking for? I 
think the sense was Al-Qaida was your main focus there. 

Maj Gen Sattler: To answer the first question, as the war progressed across 
Afghanistan, this is the exact reason, as you alluded to, why General Franks, in 
consult with Secretary of Defense Rumsfeld, decided to go ahead and stand up 
the CJTF-FIoA to hone specifically on the region running from Yemen across the 
Gulf of Aden, and then, obviously, into the Florn of Africa. Once again, I really 
can’t discuss, you know, any targeting — any terrorist groups that we are targeting 
for intelligence collection, etcetera, whether those be Al-Qaida or any other ter- 
rorist group or faction of one of the other groups that occupies or operates 
through that region, mainly in Somalia, as was already alluded to. So, if we find 
Al-Qaida, obviously, we’re going to concentrate on it, collect on it, develop 
actionable intelligence and then prosecute, so I did not want to give, please, any- 
one the idea that we were taking Al-Qaida or anybody from the Al-Qaida organi- 
zation lightly. But I also want to stress that this is about all terrorism, all 
transnational terrorism, that can either impact on us personally, that is, America, 
or our coalition partners. 

Q: Hi, sir. This is Kathy Rhem from the American Forces Press Service. Can you 
describe what the camp that you have there in Djibouti is like, what are the living 
conditions like for the Marines and what kind of facilities are available there? 

Maj Gen Sattler: The camp in Djibouti — right now, we actually have soldiers, 
sailors, airmen, and Marines and we have some civilians that are there working 
also; approximates about 900. The camp has very, very strong anti-terrorism 
force protection security, which we provide ourselves. The individuals living 
there — we are living in tents, sleeping on cots. There are environmental control 
units, there are environmental control units with each tent, and therefore, we do 
have some degree of air conditioning. There’s a mess hall, chow hall, there that’s 
also set up in tents with tables and chairs inside. It’s fairly — it’s very austere, but 
it’s only there to, you know, go ahead and support the global war on terrorism. 
[Comment Removed] 

Q: General, it’s Pam Hess from UPI again. I’m interested in the vocabulary 
you’re using. You keep using the word “prosecute.” Is your mission there, after 
you get actionable intelligence, to participate in or support snatch-and-grab, and 
then putting people into the legal system? Or, are you guys bringing, say, lethal 
power to the question? 
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Maj Gen Sattler: I may be using the word “prosecute” incorrectly. A lot of times 
inside the military, when you prosecute a target, that just means that you go ahead 
and take that target — that is, it could be an artillery mission, could be an objective 
on a conventional attack. So I do not mean to use it as our sole goal is to, you 
know, ensure that we have indictments on people and that those individuals are in 
fact arrested and brought back to trial. That could be done, obviously, if there are 
teiTorists or groups of terrorists that we do have an indictment out on. But that 
would be done mainly by civilian organizations — to go ahead and arrest. 

In our particular case, it really doesn’t matter. If someone arrests them to take 
them off the street based on intelligence information that we were able to provide, 
or in fact that it’s a clean target and we have to go ahead and take that individual 
or group down, utilizing military action — I was using that term “prosecute” in 
both cases — I guess what I would say is one would be militarily to attack and 
destroy it, if in fact we couldn’t go ahead and, you know, arrest them to bring 
them to justice. 

Q: Hi, General. Bret Baier with Fox News Channel. You mentioned you are see- 
ing things moving on the waters there — perhaps smuggling, other things. There 
are some reports indicating that Al-Qaida might have speedboats packed with 
explosives and might be trying to hit targets, either U.S. or allied, in that region 
on the water. Do you believe there’s credible evidence [for] that? And how serious 
do you take that threat? Is there a higher state of alert because of that? 

Maj Gen Sattler: Well, there have been, you know, two targets struck in that 
method in the last two years, one being the USS Cole, the tragedy there, and then 
the second one, much more recent, was the French oil tanker, the Limburg. So 
that tactic is out there for sure. We take it extremely seriously, as do our coalition 
partners. Each of the countries that we’ve worked with is very concerned about 
coastal security, to ensure that they have the capability to detect and, if necessary, 
interdict. 

So a lot of our — without getting into it, a lot of our intelligence collection is 
focused on areas where these type of boats could, A, be stored; B, be moved to, 
launched from. And we also, through Combined Joint Task Force 150, the mari- 
time component — they’re constantly at sea, looking to interdict, stop and board, if 
necessary, you know, boats of this type, to make sure that they can’t in fact come 
in close. We’re also, especially on board our own ship — we have a tremendous 
anti-terrorism defense on board USS Mount Whitney , just to ensure that that type 
of attack does not happen to us. Therefore, we drill, we practice. We have alert. 
We have watch standers, etcetera. So we take that threat very, very seriously, and 
as I’ve indicated, it’s been used twice and possibly foiled one other time. So it’s 
out there, and we are concerned. 
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Figure 3. Fast Roping 

A soldier with the 10th Mountain 
Division fast ropes out of a Marine CH- 
OSE helicopter near Arta, Djibouti. The 
unit also participated in Military 
Operations in Urban Terrain training in 
order to better support CJTF-HoA in 
its mission to defeat transnational 
terrorism in East Africa. 

Source: CJTF-HoA, URL: http:// 
www.cjtfhoa.centcom.mil/default.asp, 
accessed on 14 April 2004. 



Q: General, Tom Infield from Knight Ridder Newspapers. Just to clarify, you 
described the assets at Camp Lemonier, and you obviously have the Whitney. 
What other facilities or assets do you have as part of this task force? 

Maj Gen Sattler: We have on Camp Lemonier, without getting into any great 
detail; we have access to some Special Operations forces that are directly under 
our tactical control. And I don’t want to get into numbers or size. And we also 
have elements of the Marine Expeditionary Unit that is over here currently oper- 
ating that are under our tactical control. So we are capable of massing a very 
credible force on very short notice to go ahead and attack a target, once in fact we 
would have, you know, credible intelligence that was actionable. 

Q: General, I’m Carl Osgood. I write for the Executive Intelligence Review. I 
know that you have a specific area of responsibility that you’re operating in, but 
there are also conflicts and operations going on in adjacent areas, like [the] 
Israeli-Palestinian issue; you have operations in the Persian Gulf, on the Arabian 
Sea in South Asia, and things like that. Can you say anything about the impact 
that all of this — things going on in these adjacent areas — have in your area of 
responsibility? 

Maj Gen Sattler: I would say that General Franks, when he stood up the Com- 
bined Task Force, just like the one — you know, Combined Joint Task Force 180 in 
Afghanistan, he put Fieutenant General McNeill up there to focus on Afghani- 
stan, not that General Franks wasn’t interested or divesting himself of it, but he 
wanted one individual to focus solely on that to make sure that he didn’t miss 
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anything. When they decided to put the Combined Joint Task Force here in the 
Horn of Africa, made it very clear that’s exactly what they wanted us to do, to go 
ahead and pull intelligence in from outside the Horn that might impact, [for 
example], transnational terrorism starting outside the Horn and coming into it, or 
if something was leaving the Horn and moving into another area, we would cer- 
tainly pass all that information back up the chain. But we are really, truly focus- 
ing on those seven countries, and then the water that moves across, in conjunction 
with the Combined Joint Task Force 150. So the competition for resources could 
be out there, as in the case of any operation at any time. But right now, everything 
that we have asked for, everything that — every type of intelligence collection, 
platform that we’ve been looking for, we’ve had it made available to us, and we 
have not wanted for anything at this time. So, I would tell you that we are really 
concentrating on these seven countries and then picking up the terrorists as they 
move through. 

Q: General, Otto Kreisher, Copley News Service. I want to follow up a little on 
the question earlier about your capabilities. You’re used to operating off an ARG 
[Amphibious Readiness Group], with the helicopters, both troop carriers and gun 
ships. The Whitney is capable of about two helicopters. I’m interested in what 
your mobility is. You know, if you have to prosecute a target, where do you get 
your air assets, and what do you [do] about, you know, air cover — fixed-wing air 
cover, for what you have to do? 

Maj Gen Sattler: If an operation is distant — If we are to conduct an operation, we 
have [such things] at our disposal, going through General Franks, it’s very clear 
in our mission that we become the supported — the supported agency within his 
area of operations. And obviously, what that would mean would be that the mari- 
time component commander, the air component commander and the land force 
component commander would then respond to General Franks’ direction to go 
ahead and provide us the assets you just spoke about. Without getting into num- 
bers, we also have — we have helicopters and other assets that are under our [...] 
control, that we own 24-hours a day, every day. Therefore, we have a capability to 
do the things you just spoke of day or night without having to reach out and ask 
for assistance. But if it became a larger operation, there’s no doubt in my mind 
that, you know, we can and we would go ahead and go back through the chain of 
command and ask the other commanders out here to go ahead and support us for 
a particular operation for a particular period of time. 

Q: General, it’s Jim Mannion from AFP again. From the intelligence that you’ve 
gathered, is there any indication that Osama bin Laden is in your area? 

Maj Gen Sattler: We have nothing at all that would indicate that Osama bin 
Laden is operating in any of the countries I just talked about. I have not even 
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heard his name mentioned, as a matter of fact, over almost the entire time out 
here. So, the answer to that is no. 

Q: General, it’s Mark Mazzetti with U.S. News again, and I think I’m the last 
question. I just wanted to follow up on my earlier question about access to these 
countries. I guess the nature of actionable intelligence is that there’s only a — 
there’s a shrinking time window before it no longer becomes actionable. And I’m 
just wondering whether you feel that you’re confident that you have worked out 
all of the bureaucracy now to allow you to act quickly in these countries without 
having to go through a lot of the red tape it might normally take. You know, in 
other words, do you feel like you can — if you had to prosecute a target today that 
you didn’t have a lot of time, that you’d be able to do it successfully? 

Maj Gen Sattler: Boy, that’s a — I’m smiling because that is a great question, and 
that’s the one that we constantly ask ourselves. If it’s a very fleeting target, very 
time-sensitive, you’re right, you need to have all those — that chain of command, 
the sequence of events that has to unfold to go in and prosecute that target need to 
be well defined so that phone numbers are known, individuals to be spoken with 
are known to get that clearance. I will tell you that we are comfortable that we 
have that now, but I will never be totally comfortable to the point that we won’t 
keep going back and reminding — traveling back through the countries that we’ve 
already been to [, to] make second and tertiary appearances to make sure that they 
know that we’re with them, we’re coalition partners, and anything that we do will 
in fact be coordinated and orchestrated with them to make sure that we know 
exactly who has the authority and who we need to speak with, and in some cases, 
who on our side, with — inside the Combined Joint Task Force, within my chain 
of command, needs to make the call for the final clearance. So we’re very con- 
cerned about that, meaning that we have taken a look at it in a number of different 
situations, and we’re working to make sure that we have that in fact codified in 
both our mind and in our coalition partners’ mind. 

Staff: Thank you very much, sir. We appreciate your time. 1 



IPB is the method for achieving the actionable intelligence expected by Major 
General Sattler and required by CJTF-HoA to prosecute targets with U.S. or coa- 
lition military forces. The interview correctly highlights important issues and 
concepts that are at the focus of this work, which seeks to be a primer, or hand- 



1 Full text available from the U.S. Department of Defense, News Transcript. Joint Task 
Force Horn of Africa Briefing, 10 January 2003, 10:02 a.m. EST, URL: http://www. 
defenselink.mil/transcripts/2003/ t01102003_t0110hoa.html, accessed 12 April 2004. 
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book, for conducting IPB CT. As a precursor to concepts that will be explored in 
detail in the pages ahead, General Sattler clearly outlines operational objectives 
(deter, disrupt, defeat ), breaks down combating terrorism into its elements (anti- 
terrorism and counterterrorism ), characterizes the nature of the threat ( transna- 
tional, shadowy, networked), highlights the varying aspects of the battlespace 
(neighboring conflicts, state failure, coalition partnerships ), and most impor- 
tantly, drives home the central operational role of intelligence. In the end, he 
offers valuable boots-on-the-ground/deck testimony about the need for decision- 
quality intelligence. The following document develops and advocates a method 
whereby the Intelligence Community can handle information on asymmetric con- 
flict in a manner that applies directly to operational requirements. 
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Chapter 1 



COUNTERING TERRORISTS 



Donkey carts laden with rocket-propelled grenades, teenage girls wrapped in 
nails and explosives, and civilian airliners filled with fuel and travelers. These 
are the weapons found in the arsenal of today’s most insidious adversary — the 
terrorist. With few exceptions, terrorists play a prominent role in nearly every 
humanitarian and political crisis faced by the international community. A sam- 
ple from across today’s geo-political landscape reveals a Hamas suicide 
bomber haunting the streets of Jerusalem, Nepalese Maoists launching another 
round of bombings in Katmandu, and a Jemaah Islamiya (JI) militant preparing 
a car bomb to rival the 2002 attack in Bali. In addition to threatening U.S. inter- 
ests and allies, terrorists pose a direct threat to the U.S. as evidenced in just the 
last decade by attacks on the World Trade Center (1993), Khobar Towers 
(1996), embassies in Kenya and Tanzania (1998), the USS Cole (2000), and the 
combined attacks of 1 1 September 2001. 




As terrorists gain greater 
access to resources through 
globalized networks, they 
secure footholds on the terrain 
of illegal trade in drugs, guns 
and humans. The broad spec- 
trum of objectives and asym- 
metric methods of these 
contemporary Assassins and 
Barbary Pirates fractures tra- 
ditional warfighting concepts 
and challenges intelligence 
capabilities. Countering ter- 
rorists demands the full spec- 
trum of national power 
instruments as well as a long- 
term perspective, particularly 
given the dominant ideologi- 
cal context of the confronta- 
tion. Within this strategic 
environment, the U.S. mili- 
tary mitigates underlying conditions that spawn terrorists and takes down organiza- 
tions that commit terrorism. 



Figure 4. Khobar Towers 

The explosion of a fuel truck set off by terrorists at 2:55 
p.m. EDT, Tuesday, 25 June 1996, outside the northern 
fence of the Khobar Towers complex near King Abdul Aziz 
Air Base, killed 19 and injured over 260 airmen. 

Source: U.S. Army, URL: http:www.army.mil/fmso/ 
fmsopubs/issues/terror/KHOBAR7.gif, accessed 20 April 
2004. 
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The national strategy for deterring, disrupting and defeating terrorist groups 
hinges on intelligence. The National Commission on Terrorism in its report to the 
105th Congress, Countering the Changing Threat of International Terrorism, 
contends that 

Good intelligence is the best weapon against international terrorism. 
Obtaining information about the identity, goals, plans, and vulnera- 
bilities of terrorists is extremely difficult. Yet, no other single policy 
effort is more important for preventing, preempting, and responding 
to attacks. 1 

Intelligence contributes to policy decisions, informs military strategy, shapes 
operational planning, enables tactical execution and assesses progress in counter- 
ing terrorism. Intelligence seeks profound insight into the adversary’s capabilities 
and intentions, and strives to do so inside the adversary’s decision-cycle. As joint 
military forces develop and execute plans for combating terrorists, the pressures 
to deliver actionable intelligence to affect targets now, while simultaneously 
crafting long-range, decision-quality threat estimates, has never been greater. 
Remarking on the Global War on Terrorism (GWOT), Secretary of Defense 
Donald Rumsfeld asserts that the Intelligence Community (IC) has a tough and 
often thankless job with little margin for error. “If they fail, the world knows it.” 2 

Important steps to enhance the intelligence contribution are underway on 
several fronts, including improving inter-agency cooperation, establishing new 
“fusion” organizations, expanding human intelligence (HUMINT) capabilities, 
and adapting innovative technologies. Military intelligence professionals work 
to provide tailored support to operations in multiple theaters, including against 
the Revolutionary Armed Forces of Colombia (FARC), Abu Sayyaf in the Phil- 
ippines, and al-Qaida. Success occurs particularly where advances in informa- 
tion technology (IT) and structured analytical techniques are applied to the 
problem. Social network analysis, for example, is being successfully employed 
to determine high-value targets (HVT) associated with transnational groups. Its 
widespread use has contributed to the killing or capture of a significant number 
of terrorist operatives across the globe, including about three-fourths of al- 



1 National Commission on Terrorism. Report to the 105th Congress, Countering the Changing 
Threat of International Terrorism, 7 June 2000, URL: http://w3.access.gpo.gov/nct/, accessed on 
12 April 2004. 

2 Defense Secretary Donald H. Rumsfeld, testimony before the Senate Armed Services 
Committee, 4 February 2004, URL: http://www.defenselink.mil/news/Feb2004/ 
n02042004_200402045.html, accessed on 12 April 2004. 
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Qaida leadership by late 2003. 3 Systems analysis has also gained traction as a 
way to understand the complex relationships between terrorist groups and their 
environment. 4 

The concept and process that links these intelligence efforts to military opera- 
tions is intelligence preparation of the battlespace (IPB). IPB integrates intelli- 
gence analysis with operational planning and command decisionmaking. It is a 
structured, continuous four-phase analytical approach to defining the battlespace, 
describing battlespace effects, evaluating the adversary, and determining courses 
of action (COA). It meets the operational requirements of military forces tasked 
with combating all adversaries, including terrorists. Contemporary IPB doctrine 
and techniques are primarily oriented toward the conventional, nation-state 
adversary, with counterterrorism (CT) considerations receiving only nominal 
attention, if any. 5 Moreover, the ideas enshrined in current IPB doctrine are too 
limiting to accommodate the asymmetric character of the terrorist threat, focus- 
ing as it does on symmetric confrontations with nation-states. 6 This focus is 
understandable, given a law-enforcement approach to terrorism, the Cold War’s 
legacy of superpower rivalry, and the attention given to rogue regimes in the post- 
Cold War period. In the context of GWOT, however, where the military’s role and 



3 Written Statement for the Record of James L. Pavitt, Deputy Director for Operations, Central 
Intelligence Agency, before the National Commission on Terrorist Attacks upon the United States, 
Washington, DC, 14 April 2004, URL: http://www.cia.gov/cia/public_affairs/speeches/2004 
pavitt_testimony_04142004.html, accessed on 14 April 04. 

4 For a complete systems analysis of terrorist groups, see Troy S. Thomas and William D. Case- 
beer, Violent Systems: Defeating Terrorists, Insurgents and Other Non-State Adversaries, Occa- 
sional Paper #52 (USAF Academy, CO: Institute for National Security Studies, March 2004). 

5 Joint and Service IPB doctrine offer supplemental guidance and checklists for dealing with 
asymmetric, unconventional and/or terrorist threats, which will be integrated with this study in sub- 
sequent sections. Joint Chiefs of Staff, Joint Publication 2-01.3, Joint Tactics, Techniques, and Pro- 
cedures for Joint IPB (JIPB) (Washington, DC: Government Printing Office (GPO), 24 May 2000), 
viii, broadly asserts that “JIPB is a remarkably versatile process which can be adapted to support a 
wide range of joint activities applicable to countering an adversary’s use of asymmetric warfare.” 
Cited hereafter as Joint Pub 2-01.3. While the process is valid for the asymmetric threat, many of 
the specific techniques recommended in JIPB can be improved and added to for CT. 

6 A similar argument was made in a highly regarded 2002 RAND study for the US Army by 
Jamison Jo Medby and Russell W. Glenn, Street Smarts: Intelligence Preparation of the Battlespace 
for Urban Operations (Santa Monica, CA: The RAND Corporation, 2002), xiv. Their arguments 
with regard to the limitation of IPB in the urban environment apply equally well to the CT problem. 
They argue, for example, that IPB is limited “in part because of entrenched ideas about the types 
and locations of operations the US Army will conduct. Traditionally, IPB has focused on force-on- 
force operations against a known enemy on sparsely populated terrain.” 
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the terrorist threat are heightened, applying IPB to the CT mission is not only 
needed, but past due. 7 



APPROACH 

Mindful of these challenges and the evolving nature of the terrorist threat, the 
objectives of the present study are to: 

1) Clarify the CT challenge and its intelligence demands; 

2) Advance IPB tradecraft to meet CT requirements; 

3) Apply enhanced IPB concepts and methods to terrorist threats. 

The intent is not to replace current IPB doctrine and its associated tactics, tech- 
niques and procedures (TTP), but to modify them where necessary and add layers 
of best practices and emerging concepts as appropriate. The desired outcome is a 
core set of concepts and methods that reflect “state-of-the-art” thinking across 
government, business, and academia. 



Note to Analysts 

Regardless of rank or position, if you have a stake in delivering on-target intelligence for operations 
against terrorist groups, you may view this document as your guide. Although it is not a treatise on ter- 
rorism or a comprehensive rerun of IPB doctrine, it advances the latter to deal with the former. Detailed 
case studies of terrorist groups and tutorials on analytical techniques are not on offer; however, both 
are introduced and references to further detail in open-source literature are made throughout. The 
guide deals specifically with intelligence for military operations rather than being a primer on intelli- 
gence support to the full spectrum of CT efforts undertaken through the U.S. inter-agency process. 
Moreover, the non-state terrorist group is the unit of analysis even though state-sponsored terrorism 
remains deadly. This sub-state focus not only reflects the changing relationship between terrorists and 
states, but complements the current body of IPB doctrine. It bears repeating— the world of CT is larger 
than its military element. It includes diplomatic, informational, and economic instruments, most or all of 
which are more critical to the contest. Nonetheless, the military is certain to be engaged in this under- 
taking at all levels in conjunction with the other tools of state power. 



7 This conviction is consistent with a similar argument by Medby and Glenn, Street Smarts, 6, 
who claim “the tools traditionally used to conduct the IPB process have not kept pace with the vary- 
ing types of operations and adversaries the Army encounters. Enemies, battlefields, and operations 
are different from what is traditionally envisioned.” 
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Emphasis in this study is on the cognitive aspect of what is really a socio- 
technical issue; it involves both human and machine factors. That is, both 
enhanced mental skills and technology solutions are required to improve IPB. 
IT is a critical enabler, but long-lasting improvement requires that serious 
thought take root in organizational culture, through individual initiative as well 
as training and education programs. Once we understand how to structure the 
CT problem and develop the cognitive methods for working on it, IT can be 
brought to bear to improve horizontal intelligence sharing, battlespace visual- 
ization, data fusion and more. Since IPB in practice is often conducted on the 
field of battle, resources will be constrained, stakes will be high, and fog and 
friction will reign. IPB is an ally; it structures intelligence work even under 
tough conditions and when computers fail. Thus, the emphasis here is on 
improving the “brain piece” as a first step toward a more comprehensive socio- 
technical approach. In this sense, it embraces a common exhortation of former 
USMC Commandant, General Charles C. Krulak, to “equip the man, not man 
the equipment .” 8 

This chapter introduces the core concepts of the book: terrorism, counterterror- 
ism, and intelligence preparation of the battlespace. Given the difficulties associ- 
ated with settling on a single definition for terrorism, the four core elements of 
terrorism are examined in sufficient detail so as to understand the challenges 
posed by the asymmetric, hybrid adversary. For its part, CT is examined in terms 
of its three interrelated mission levels — strategic, operational, tactical — and its 
fundamentally asymmetric character. The four phases of IPB are introduced and 
connected to the three levels of analysis, the intelligence cycle, and operational 
planning. As we move into the chapters, a consistent approach is used. First, cur- 
rent IPB doctrine is introduced and critiqued with emphasis on its objectives, core 
concepts, and basic methods. Concepts and methods with enduring value for CT 
are highlighted for retention. Each chapter also modifies current doctrine with 
new or improved methods for applying IPB to the terrorist threat and the CT mis- 
sion. The final chapter summarizes the key outcomes for each phase and offers 
ten propositions to guide all CT. 

VIOLENT THEATER 

Terrorism is “violent theater .” 9 “Tourists are terrorists with cameras; terrorists 
are tourists with guns .” 10 While clever, and even accurate in a sense, these expres- 



8 Although repeated on many occasions, one documented example can be found in Leatherneck 
Magazine, May 1997, “Equipping the Man. ..Not Manning the Equipment,” URL: http:// 

www.usmc.mil/ cmcarticles.nsf/0/b214bdebbc9df9f6852564d70070efd3?OpenDocument, accessed 

on 14 April 2004. 
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